The Republic of France 



Crown Court of Paris 



In the name of the French People 
11th Chamber/ 2 



Case No: 0822491118 
NATURE OF OFFENSES: 



Verdict passed: May 14"i 2010, at 13:30hrs 



• FRAUDULENT ACCESS INTO AN AUTOMATED DATA PROCESSING 
SYSTEM 

• FRAUDULENT CHANGES TO DATA CONTAINED IN AN AUTOMATED 
DATA PROCESSING SYSTEM 

CHARGES FILED: Subpoena by request of the Public Prosecutor of the 
Republic of 

France, delivered via bailiff from the Public Prosecutor's office 

on 

March 25, 2010. 

DEFENDANT: 



Surname 
Names 
Date of Birth 
Place of Birth 
Known as 
Son of 
Nationality 
Address 
Occupation 
Marital Status 
Prior Record 
Penal Status 
Appearance 

PLAINTIFF: 

Name 
Address 



KARPELES 

: Mark, Marie, Robert 
June 1 St, 1 985 Age: 20 at time of events 

CHENOVE (21) 

Robert KARPELES, born June l^t of 1985 in CHENOVE 

Anne- Robert KARPELES 

French 

No known residence 
Unemployed 
: Single 
No prior criminal record 
Free 

Not present, having no knowledge of the subpoena 



Stephane PORTHA 
21 Fecamp Street 
75012 PARIS 



Appearance 
the 



case 



Present, files regularly dated and concise summaries for 
President and the Court Clerk, and attaches them to the 
file. 



PLAINTIFF: 

Name: 

Address 

Appearance 
Mr. 



PLAINTIFF: 

Name 

Address 

Appearance 
Mr. 



EUROCENTER LLC. represented by their manager, Mr. 
Stephane PORTHA 
21 Fecamp Street 
75012 Paris 

Present, represented legally in person by their manager, 

Stephane PORTHA, who files regularly dated and concise 
summaries for the President and the Court Clerk, and 
attaches them to the case file. 



LINUX LLC. represented by their manager Mr. Stephane 

PORTHA 

21 Fecamp Street 

75012 PARIS 

Present, represented legally in person by their manager, 

Stephane PORTHA, who files regularly dated and concise 
summaries for the President and the Court Clerk, and 
attaches them to the case file. 



HEARING PROCEEDINGS 

Mark KARPELES is being sued by this court at the behest of the public 
prosecutor in charge of detention: 

1 . For having, in Paris, throughout July 2005 to October 2005 during a period 
of unspecified time, under national jurisdiction, within the statute of 
limitations, fraudulently accessed in part or all of an automated data 
processing system to the detriment of the EUROCENTER company 
represented by Mr. PORTHA. 

Facts provided for and punishable by sections 323-1 and 323-5 of the penal 
code. 



2. For having, in Paris, througliout July 2005 to October 2005 during a period 
of unspecified time, under national jurisdiction, within the statute of 
limitations, fraudulently introduced, removed, or modified, the data 
contained in an automated data processing system to the detriment of the 
EUROCENTER company represented by Mr. PORTHA. 

Facts provided for and punishable by sections 323-3 and 323-5 of the penal 
code. 



Successively, this case was appealed to the following hearings: 

-April 8*'^ 2010, to examine the case in depth and resubmit for further deliberation 

-and today, for ruling and sentencing 

When the case was called on, the Magistrate acknowledged the absence of the 
accused and read from the court's policy on seizures and arrests. 

The proceedings were held in open court. 

The absence of Mark KARPELES, established that the summons was not 
delivered to him, the person of interest, thus he had no opportunity to familiarize 
himself with it; by default, with respect to him, the decision and sentencing must 
be made in accordance with article 41 2 of the code for penal procedure. 

The Magistrate acknowledged these facts explaining the defendant's lack of 
appearance. 

M. PORTHA, plaintiff, had his explanations heard and voiced his demands. 

The public prosecutor had his requisitions heard as well. 

The court clerk took note of the proceedings as they continued. 

Since the proceedings were held in open court April 8*^ 2010, the court informed 
all parties involved or legally represented that the ruling would take place May 
14*h 2010 at 13:30 hours, in accordance with clauses of article 462 of the code of 
penal procedure. 

On this date, the court, deliberated in accordance and compliance with the law, 
and then proclaimed the following decision contained therein. 



PUBLIC ACTION 



MOTIVES 



On October 19, 2005, Stephane PORTHA filed complaints against the defendant 
for fraudulent access into a computer server, changes to data on said server, and 
counterfeiting of trademarks. He managed SARL LINUX CYBERJOUER LLC 
(Cybergaming), created in 2000, located on 21 Fecamp Street, 75012 PARIS, 
which specializes in game and dialogue sites; he also managed the SAS 
EUROCENTER LLC, created in 1989, also located on 21 Fecamp Street, 75012 
PARIS, whose main offerings are internet services for accommodation and 
engineering. On October 6*^ 2003, he hired Mark KARPELES under LINUX 
CYBERJOUER LLC as a quality computer technician, to load programs and help 
reach efficiency goals of technical equipment and networks administration; this 
concluded with a contract under EUROCENTER LLC where he ceded a domain 
name to the company, "ff.st", the subdomains of the name, the websites hosted in 
these areas, and more particularly, the IRC (internetjelay chat) real time 
dialogue networks "irc.ff.st" contracts along with documents attaching to the use 
of different sites. 

On June 30*^ 2005, Mark KARPELES was not present in the workplace and then, 
on July 6<h 2005; the company LINUX CYBERJOUER LLC received a letter of 
resignation from him. 

The plaintiff related, that on July 4'^ 2005, he established that a large quantity of 
stored data on the EUROCENTER LLC servers was transferred to other servers 
located in France and the United States; these observations were then handed 
over to investigators and confirmed on July 5*^ 2005 by the APP (Agency for 
Program Protection); that the transferred data contained client reference 
information such as emails, user names, and passwords; the users of the 
dialogue service, the IRC (Internet Relay Chat), the source files of the site itself, 
the software UNREAL IRC and its configuration dialog; the data also concerned 
hundreds of clients hosted under the domain name "ff.st" ; the transfers had 
taken place since July l^t 2005 due to Mark KARPELES' access to a company 
administrator password; the IP addresses used, corresponded to two computers 
hosted by a company called "OVH"; while the IRC dialogue network itself was 
transferred to the site "irc.nezumi.fr"; Stephane PORTHA explained that he had 
contacted the ST Registry/Bahnof Internet company that handles domain name 
extensions "st"; this, in turn indicated that Mark KARPELES had fraudulently 
produced the transfer of the domain name and redirected it to "nezumi.fr" for his 
own gain; the APP's report demonstrated the diversion of clientele along with the 
counterfeiting of certain elements within the site "irc.ff.st" in particular, the 
"animeka" channel corresponding to chat rooms; the APP also established that 
the site "nezumi.fr" was hosted by the company OVH. 

Stephane PORTHA stated that on July 11'^ 2005 he had obtained an order from 
the Crown Court of LILLE authorizing a court bailiff to advance upon these 
observations onto the OVH company premises; the court bailiff notes that Mark 
KARPELES was the owner of the domain name "nezumi.fr" and submitted the 



illegal copies of the data; the servers in contention were also suspended in 
accordance with the terms of the court order. 

The plaintiff added that on October 14*^ 2005, he received a call offering to buy 
the field "ff.st" at a selling price of 2,000 Euros and was threatened with reprisals 
if he turned down the offer; he had absolutely no doubt that the server had 
indeed been "pirated". 

Since Mark KARPELES agreed on November 24"^ 2005, to recognize this 
"pirating"; it was appropriate to rule against the defendant and declare him guilty 
and given the severity of the impact of the facts of this case, he is sentenced to 
one year imprisonment. 



THE CIVIL ACTION 

Since Stephane PORTHA, the plaintiff, exposed the commercial, financial, and 
moral offenses all due to the behavior of the accused, he asked the court to 
sentence the defendant to pay 20,000 Euros in personal damages, an equivalent 
sum to companies LINUX CYBERJOUER LLC and EUROCENTER LLC, along 
with a total of 10,000 Euros, to himself and the EUROCENTER company, under 
section 475-1 of the Code of Penal Procedure; 

In accordance with the due process of law, the court has good grounds to rule in 
favor of Stephane PORTHA and sentence Mark KARPELES to pay him 20,000 
Euros in damages, 15,000 Euros is to paid to EUROCENTER, outlined by this 
subpoena, and also allocate to Stephane PORTHA and EUROCENTER LLC a 
lump sum payment of 10,000 Euros, under section 475-1 of the Code of Penal 
Procedure. 

ON THESE GROUNDS 

The court publicly states, being the first instance (can be appealed) in this 
correctional case, 

-Verdict by default applies to the l^* paragraph of section 412 of the Code of 
Penal Procedure, against Mark KARPELES, the accused; 

-Verdict passed after due hearing of both parties, in favor of the EUROCENTER 
LLC company, the LINUX company and of Stephane PORTHA, the plaintiffs; 

THE PUBLIC ACTION: 

Finds Mark KARPELES known as Robert KARPELES guilty as charged for: 



• FRAUDULENT ACCESS INTO AN AUTOMATED DATA PROCESSING 
SYSTEM 

Crimes committed throughout July 2005 to October 2005 during a period 
of unspecified time in Paris, under national jurisdiction, within the statute 
of limitations 

• FRAUDULENT CHANGES TO DATA CONTAINED IN AN AUTOMATED 
DATA PROCESSING SYSTEM 

Crimes committed throughout July 2005 to October 2005 during a period 
of unspecified time in Paris, under national jurisdiction, within the statute 
of limitations 

Refer to aforementioned articles and appropriate sections: 

Sentence Mark KARPELES to one-year imprisonment. 

The accused, having not been present, could not be informed of the possibility 
that the plaintiff, ineligible for CIVI, could stop the SARVI, if he does not pay the 
damages pronounced in the verdict within 2 months after the final decision was 
made by the court. 

The current decision is subject to a fixed procedural fee of 90 Euros, a debt to be 
paid by the liable party, i.e. the defendant, in this case 

Taking into account the absence of Mark KARPELES, the President could not put 
forth the opinion of giving the 20% reduction outlined_by section 707-3 of the 
Code of Penal Procedure; nevertheless, if Mark KARPELES pays the sum of the 
fixed fee and/or the sum of the fine within 1 month of the date the final decision 
was made by the court, this sum will be discounted by 20% as long as this total 
does not exceed 1 ,500 Euros. Furthermore, the payment of this fine and/or the 
fixed procedural fee does not preclude appeal systems or channels of recourse. 
In the case of an appeal against the criminal provisions outlined, it is up to the 
interested party to seek restitution of the sums of money. 

THE CIVIL ACTION: 

Claim filed for civil damages in a criminal proceeding by Stephane PORTHA 
satisfies all formal requirements and is declared admissible. 

Mark KARPELES is sentenced to pay him the sum of 20,000 Euros for damages. 

Claim filed for civil damages in a criminal proceeding by EUROCENTER LLC 
satisfies all formal requirements and is declared admissible. 

Mark KARPELES is sentenced to pay the company the sum of 15,000 Euros for 
damages. 



Mark KARPELES is sentenced to pay both company and Mark KARPELES the 
sum of 10,000 Euros for damages under section 475-1 of the Code of Penal 
Procedure. 

Claim filed for civil damages in a criminal proceeding by LINUX CYBERJOUER 
LLC is declared inadmissible. 

The following officials were members of the court during the hearing proceedings 
that took place April 8"^ 2010 in the 11'^ Chamber/2: 

President : Mr. Noel MINICONI, Vice-President 

Assessors : Mr. Christian FAUQUE, Vice-President 

: Mrs. Antoinette POIRIER, Judge 
Public Prosecutor : Mr. Michel MAES, Deputy Public Prosecutor 

Court Clerk : Miss Florence ROZEN, Court Clerl< 

Case, deliberated and decided by: 

President : Mr. Noel MINICONI, Vice-President 

Assessors : Mr. Christian FAUQUE. Vice-President 

: Mrs. Antoinette POIRIER, Judge 

Verdict of hearing delivered on May 14*^ 2010, in the 11*^ Chamber/2 by Vice- 
President, Mr. Christian FAUQUE replacing otherwise engaged Vice-President, 
Mr. Noel MINICONI, designated by order of the President of the Crown Court of 
PARIS, in accordance with sections R.311-22 and R.311-23 of the Code of 
Judicial Organization in the presence of Mrs. Antoinette POIRIER (Judge), Mr. 
COLLEU (Local Magistrate), Mrs. Chantal DE LEIRIS (Public Prosecutor Office), 
and assisted by Miss Florence ROZEN (Court Clerk). 



Court Clerk 



President 



